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HdbopmaumoHHasa namstka ansa ody4varoLmxcs

C KaXXabIM roOM MOJIOAENKM B MUHTEPHETE CTAHOBMTbLCA 60JIbLUE, A LUKOJIbHUKM
OHM M3 CaMbIX aKTMBHbIX MOJIb3oBaTenen PyHeTa. Mexay TeM, MOMUMO
OFPOMHOI0 KO/IMYECTBA BO3MOXKHOCTEM, MHTEPHET HECET M NPo6aEMbI. JTa
namMaTKa Ao/ KHa NomMoYb Tebe 6e30nacHO HaxoAUTbCA B CETMU.

KOMan-OTepH bié BUPYCbI

KoMnbloTepHbIM BUPYC - 3TO PasHOBUAHOCTb KOMMbHOTEPHbIX MPOrPamMm,
OT/INYUTEJIbHOM OCOBEHHOCTLIO KOTOPOM ABNIAETCS CMOCOBHOCTD K
PasMHOXEHUI0. B AononHeHMe K 3TOMy, BMPYCbl MOTYT MOBPEAUTb MU
MOJIHOCTbIO YHUUTOXUTb BCe aibl U JaHHblE, NOAKOHTPOJIbHbIE
No/Ib30BaTeto, OT MMEHU KOTOPOro 6bina 3anyLleHa 3aparkEHHas Nporpamma, a
TaKXe NOBPeAMTb MM JlaXKe YHUUTOXMUTb ONEPALMOHHYIO CUCTEMY CO BCEMM
darnamm B LeNOM. B 6oSIbLIMHCTBE CyYyaeB pacnpoCTPaHATCA BUPYChl Yepes
MHTEPHET.

MeTogbl 3aWMTbl OT BPEAOHOCHBIX NPOrpPaMMm:

1. Ucnonb3yn coBpeEMEHHbIE OMepPaLMOHHbIE CUCTEMbI, UMEIOLLME CEPbE3HbIN
YPOBEHb 3alUMTbl OT BPELOHOCHbIX MPOrpaMMm;

2. MocToAHHO ycTaHaB/IMBaM NadTh (UMMPOBbIE 3an/1aTKM, KOTOpble
aBTOMATUYECKM YCTaHABIMBAIOTCA C Lie/Iblo JOPAOTKM NpOrpammbl) U
Apyrve 06HOB/IEHUS CBOEM OMepaLMOHHOM cucTeMbl. CKaumBam MX TOJIbKO
¢ oduuManbHOro camra paspabotumka OC. Ecam cylecTByeT pexkmum
aBTOMATUYECKOro OGHOBJ/IEHMSA, BKAKOYM €rO;

3. Pa6oTal Ha CBOEM KOMMbIOTEPE MO/, NpaBaMM MOJIb30BaTe s, a He
agMUHUCTPATOpa. ITO HE NO3BOJIUT 6OJIbLUMHCTBY BPEeAOHOCHbIX MPOrpamm
WMHCTaN/ZIMPOBAaTbCA Ha TBOEM NEPCOHA/IbHOM KOMIMbIOTEPE;

4. Ucnonb3ym aHTUBUPYCHbIE NPOrpaMMHbIE MPOAYKTbI M3BECTHbIX

Nnpou3BoAUTENIEN, C aBTOMATUYECKMM O6HOBIEHWEM 6a3;

. OrpaHuyb h13nYeCKUM JOCTYN K KOMMbIOTEPY A5 MOCTOPOHHMX NNLL;

6. Mcnonb3yn BHELIHME HOCUTENN MH(OPMaLUK, TaKMe KaK daellka, AMCK
M1 arn U3 MHTEPHETA, TOJIbKO U3 NPOodEPEHHbIX UCTOYHUKOB;

7. He oTKpblBal KOMMNbIOTEPHbIE pal/ibl, MONYYEHHbIE M3 HEHAAEKHbIX
MCTOYHUKOB. Jaxe Te dan/ibl, KOTopble NpUcaan TBOM 3HAKOMbIM. Jlydlle
YTOYHM Yy HEro, oTnpaBAAn /it OH Tebe mX.
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Cetn WI-FI



Wi-Fi - 370 He BMA nepegaym AaHHbIX, HE TEXHOIOMUA, @ BCEro b GpeHa,
mMapka. Ewe B 1991 roay HMAepnaHACKasa KOMNaHMA 3apermuctpmMpoBana bpeHz
«WECA~, 4yto 0603Ha4asno cnoBocoyetaHme «Wireless Fidelity», koTopbin
NepeBOAMTCA KaK «b6ecnpoBOAHaA TOYHOCTb>.

/1o Halero BpeMeHu Joluna Apyras abbpeBuatypa, KOTopas sSIBNSETCS TAaKOM Ke
TexHoJsiormen. 1o abopesmnatypa «Wi-Fi». Takoe Ha3BaHME 6blJIO AAHO C
HaMEKOM Ha CTaHZapT BbICLUMI 3BYKOBOM TEXHUKM Hi-Fi, 4yTo B nepeBoae
0O3HaYaeT «BbICOKAsA TOYHOCTb».

[la, 6ecnnatHbIM MHTEPHET-A0CTYN B Kade, oTensax U aspornopTax ABaseTcs
OTJINYHOM BO3MOXKHOCTbIO BbIXOAa B MHTEPHET. HO MHOMME 3KCNepTbl CYMTALOT,
yTO obLleaocTynHble WiFi ceT He ABnATCA 6e30MnacHbIMM.

CoBeTbl N0 6e30nacHOCTHU paboTe B 06wea0CcTynHbiX ceTax Wi-fi

1. He nepepaBai cBOIO /IMYHYIO MHOpMaLMIo Yepes o6LeaocTynHble Wi-Fi
ceTn. PaboTas B HUX, KenaTesibHO He BBOAMTb Napov A0CTyna, JIOrMHbI U
KaKue-To HoMepa;

2. Ucnonb3yn M 06HOBANSAM aHTMBUPYCHbIE NPOrpaMMbl M 6paHamayep. Tem
CaMbIM Tbl 06e30MacHiLb cebA OT 3aKaykM BUPYCaA Ha TBOE YCTPOMCTBO;

3. MNpu ucnonbsoBaHmm Wi-Fi oTkouM dyHKUMO «OBLWMM AoCTyN K hannam
M npuHTEpam». JaHHasa PyHKUMA 3aKpbiTa N0 YMOJIYaHMIO, O4HAKO
HEeKOTOpble M0JIb30BaTe/IM aKTMBUPYIOT €€ ANA yA06CTBa MCMOJIb30BaHUA B
paboTte unu yyeobe;

4. He mncnonb3yn ny6anuHbii WI-FI ana nepeaayum AMYHbIX AaHHbIX,
HanpuMep 4114 BbiIX0Aa B cOuMalsibHble CETU MU B INIEKTPOHHYIO MOYTY;

5. Mnosb3yM TOJIbKO 3allmileHHoe coeamHeHue Yyepes HTTPS, a He HTTP,
T.€. Np1 Habope Beb-aapeca BBOAN UMEHHO «https://»;

6. B MobMabHOM TenedoHe oTKAYM PYHKUMIO «[logkntoveHme K Wi-Fi
aBTOMaTUYeCKM». He gonyckal aBTOMAaTUYECKOro MOAK/IHYEHMS
ycTpoMcTBa K cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTn

CoumasibHble CETM aKTUBHO BXOAAT B Hallly XW3Hb, MHOIME 0AN PaboTaloT U
YKMBYT TaM MOCTOSIHHO, a B Facebook yyke 3aperncTtpupoBaH MUIIMAP/, YENOBEK,
4TO ABNIAETCA OHOM CEAbMOM BCEX XKUTENEM NaHeTbl. MHOrMe nosib3oBaTe/u
He MOHMMAIT, YTO MH(OPMALMA, pa3MELLEHHAs MMM B COLMA/IbHbIX CETAX,
MOKET 6bITb HaMAEHA U UCNOJ/Ib30BaHa KEM YroJlHO, B TOM YMC/IE HE
06A3aTeNIbHO C 6/1arMMM HaMEPEHMAMM.

OcHoBHble coBeTbl N0 6€30MacHOCTH B coLuMaJibHbIX CceTAax:

1. OrpaHuyb CNMCOK Apy3en. Y Teba B ApY3bsX HE JOIKHO 6biTb C/TyYaMHbIX
M HE3HAKOMbIX JII0JEMN;

2. 3awpmiyan CBOK YaCTHYH KM3Hb. He yKasbiBan naposiu, TenedoHbl,
agpeca, faTy TBOEro poXAeHMA U APYryo JIMYHYI0 MHDOPMaUMUIo.
3N10yMbILLJIEHHMKM MOTYT MCMOJIb30BaThb Aaxe MHMOPMaUUIO O TOM, KaK Tbl
W TBOWU pOAMUTENIM NNaHMPYyETE NPOBECTU KaHUKY/IbI;



3. 3awmuian CBOK penyTaumio - AEPXKM ee B YNCTOTE M 3aJaBai cebe
BOMPOC: XOTeN 6bl Thl, YTO6bI ApYr1e nosib3oBaTeNM BUAEIM, YTO Thl
3arpyxaelb? MoaymMan, Npexae Yem YTo-To ony6/IMKoBaTb, HAMMCaTb U
3arpysuThb;

4. Ec/M Tbl roBOpULLb C NI0bMM, KOTOPbIX HE 3HAEllb, HE MCMOJ/Ib3yM CBOE
peasibHoe MMA U JPYTy0 JIMYHYH MHDOPMaLMK: MMS, MECTO KMUTENbCTBA,
MeCTO y4ebbl 1 npoyee;

5. U36eran pasmelleHusa dotorpadmii B MHTEpHETE, rle Tbl M306paKeH Ha
MECTHOCTM, MO KOTOPOM MOXKHO ONpeAe/InTb TBOE MECTONMOJIOKEHME;

6. lNpu perMctpaumm B COUMasbHOM CETM HEOBXOAMMO MCMOJIb30BaTb
CJIO’HblE MApo/I1, COCTOALIME M3 BYKB U LUMPP M C KOIMYECTBOM 3HAKOB
He MeHee 8;

7. AAna coupanbHoOM CETU, MOYTbI U APYrMX CaMToB HEO6XOMMO
MCMNO/Ib30BaTb pasHble Naposu. Torja ecim Teba B3/I0MaKT, TO
3/10YMbILLJIEHHUKM NOJIyYaT AOCTYN TOJIbKO K OJJHOMY MECTY, a He BO BCe
cpasy.

ANEeKTPOHHbIE AeHbIn

DNIeKTPOHHbIe A€HbIMU — 3TO OYEHb YJI06HbIM CNOCO6 NaaTeXen, oaHaKo
CYLLECTBYHOT MOLUEHHUKM, KOTOPbIE XOTAT NONYYUTb 3TU AEHbIU.

3ﬂeKTpOHHbIe A€HbI'1M NoABNINCb CcOoBCEM HEJABHO M MMEHHO MN3-3a 3TOro BO
MHOIMX rocygapcrtBax Ao CHUX rnop He nponmcaHo rnpo HMX B 3aKOHax.

B Poccuu ke oHM DYHKUMOHMPYIOT M O HMX YXKe NPOMMCAHO B 3aKOHE, rae ux
pa3ZenaT Ha HECKO/IbKO BUAOB - aHOHMMHbIE U HE aHOHMMHbIE. Pa3HULA B TOM,
YTO aHOHMMHbIE - 3TO T€, B KOTOPbIX pa3pellaeTcs NpoBoAUTb onepaumm 6e3
MAEHTU(PUKAUMM NONb30BaTENA, @ B HEAHOHMMHbIX MAEHTUDMKaUUM
No/sb30BaTeNs ABNAETCA 0653aTeNIbHOM.

TakxKe cneayeT pasniMyaTb 3/1€KTPOHHbIE DUATHbIE A€HbIU (PaBHbI
roCyapCTBEHHbIM Ba/IOTAM) M 3/IEKTPOHHbIE HEeMATHbIE AEHLIU (HE PaBHbI
roCy1apCTBEHHbIM BaJIOTaM).

OcCHOBHble coBeTbl N0 6e30MnacHoM paboTe C 3/1IeKTPOHHbIMU AE€HbraMM:

1. MpUBAXKM K CYETY MOBU/IbHBIM TenedoH. ITO CaMbli YA0GHbIM M BbICTPbIM
CNOCo6 BOCCTAHOBMTb AOCTYN K cyeTy. lNpmBs3aHHbIM TenedoH NoMOoXKeT,
€c/n 3abyaellb CBOM NIaTeXHbIM NApo/ib UK 3aMAellb Ha CaMT C
HE3HaKOMOr0o YCTPOMCTBA;

2. Mcnonb3yn oaHopasoBble Napoau. Mocsie nepexoda Ha YCUNEHHYHO
aBTOpMU3aUMI0 Tebe yiKe He ByAeT YyrpoXKaTb OMNACHOCTb KpaXku Uu
nepexsaTa NiaTeXHoro Napos;

3. Bbibepu cnoxkHbiM naposb. MpecTynHMKam 6yeT He NpoCTo yrajaTb
CNOXHbIM Naponb. HaaexHble Naposiv — 3T0 Napo/iv, KOTOpble coaeprkaTt
He MeHee 8 3HaAKOB M BKJ/IIOYAIOT B C€6A CTPOYHbIE M NPOMMCHbIE OYKBbI,
UMdPpbl MU HECKOJIbKO CMMBOJIOB, TaKMe KaK 3HaK Aoss1apa, dyHTa,
BOCK/IMLATE/IbHbIM 3HaK M T.n. Hanpumep, StROng!;;

4. He BBOAM CBOM JIMYHbIE AAaHHbIE HA CalMTaX, KOTOPbIM He AoBepsellb.



AnNeKTPOHHaA no4Ta

JNeKTPOHHAA NoYTa — 3TO TEXHOJIOrUS M NPeAoCTaB/IAEMbIE €0 YCAYru Nno
NnepecblsIKe 1 NOJYYEHWUIO SNEKTPOHHBIX COOBLLEHMM, KOTOpbIE pacnpesensatTcs
B KOMMNbIOTEPHOM CeTU. OBbIYHO 3/IEKTPOHHBIM MOYTOBbLIM AWMK BbIFAAAUT
cneayowmm 06pasom: MMA_N0JIb30BaTENA@UMA_IOMEHA. TaKKe Kpome
nepezayv NpocToro TekcTa, MMEeTCA BO3MOXKHOCTb nepesaBatb (amibl.

OcCHOBHble CoBeTbl N0 6e30MnacHOM paboTe C 3/IeKTPOHHOM MOYTOM:

1.

Hazo Bbi6paTh NpaBU/IbHbIM MOYTOBbLIM CepBUC. B MHTEepHETe ecTb
OrPOMHbIM Bbl6Op 6ecnnaTHbIX MOYTOBbIX CEPBUCOB, OAHAKO Nyylle
JOBEPATb TEM, KOrO 3Haellb M KTO NepBbii B PEUTUHTE;

. He ykasbiBal B IM4HOM noyTe IMYHyt MHpopMaumio. Hanpumep, nydwe

BbIGpaTb «My3blKa/IbHbIM_(aHaT@> MU «pok2013» BMECTo «Temal3»;

. Mcnonb3yi ABYX3TamnHyto aBTOpM3aLMI0. ITO Korga NoMMMO Maposist HY»KHO

BBOJMTb KOJI, MPUCHIIAEMbIN MO SMS;

. BbiGepu CoXKHbIM Naposib. [Ans KaxKAoro noYToBOro sILMKA A0JIKEH 6bITb

CBOM HAZEXHbIM, YCTOMYMBBIM K B3/IOMY Mapo/ib;

. Ecnm ecTb BO3MOXKHOCTb HanucaTb CAMOMY CBOM JIMYHbINM BOMPOC,

MCMNOJIb3YM 3TY BO3MOKHOCTb;

. V|CI'I011b3yl‘;I HECKOJ1IbKO MNMOYTOBbIX ALWMNKOB. nepBbIl‘/’I AnA YaCTHOM

nepenncku C agpecaTamu, KOTOPbIM Tbl J0BepAELlb. ITO 3/1EKTPOHHbIM
aZipec He HaZo UCNOo/Ib30BaTh NPU perncTpaumm Ha opymMax U camrax;

. He oTKpbiBai daiibl M Apyrue BAOXKEHWUA B NMMCbMaXxX AaxKe eC/IM OHM

MPULLAIM OT TBOMX ApYy3eM. Jlydlle YTOYHM Y HUX, OTNPAB/IA/IM JIM OHU Tebe
3T1 dannbl;

Mocsie OKOHYaHWA paboTbl Ha MOYTOBOM CEPBMCE Mepes 3aKpbITUEM
BK/JIAZIKM C CAMTOM He 3abyb HaxKaTb Ha «BbIMTh».

KnbepOynnuHr unu BupTtyanbHoe nsaeBaTenbCTBO

Kn6ep6ynnmHr — npecsiefoBaHne COOBLLEHUAMM, COAEPHKALLMMMU OCKOPBIEHUS,
arpeccuio, 3anyrmBaHue; XyJIMraHCcTBO; CoLpmasibHoe 60MKOTUPOBaHME C
MOMOLLIbIO Pa3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoOBHble coBeTbl N0 60pbbe C KNO6EepOYNIMHIOM:

1.

w

He 6pocarica B 601. Jlyuwmi cnoco6: NocoBETOBATLCA KaK Ce65 BECTU W,
€CJ/IN HET TOro, K KOMY MOXHO 06paTUTbCS, TO BHayasie YCNOKOMTbCA.
Ecnm Tbl Ha4YHeLWb oTBEYaTb OCKOPBJIEHMAMM HA OCKOPGIEHWSA, TO TONIbKO
elle 60/blue pa3oxKKellb KOHMPMKT;

. YnpaBnsu cBoen KubeppenyTaumen;
. AHOHMMHOCTb B c€TU MHMMAas. CyLecTBYIOT CNoCco6bl BbIACHUTb, KTO CTOUT

3a aHOHMMHbIM aKKayHTOM;

. He cTouT BECTM XyAUraHCKMIM 06pa3 BUPTYaslbHOM KU3HWU. MHTEpHET

bUKCcUpyeT Bce TBOM AEUCTBUA M COXPAHAET MX. YAanuTb ux byaet
KpanHe 3aTpyJHUTE/IbHO;

. Cobntogan cBoM BMPTyaslbHYH YECTb CMOJIOAY;



6. UrHopupym eauHUYHbIM HeraTne. OQHOpa3oBble 0OCKOPOMTEIbHbIE
coobLeHna nyywe nrHopuposatb. O6bIYHO arpeccua npekpalwlaeTca Ha
Ha4ya/IbHOW CTaauu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOBLLEHUAMMU, B
COUMAIbHbIX CETAX €CTb BO3MOXHOCTb 6/IOKMPOBKM OTNPaBKM COOBLLEHWI
C onpejeneHHbIX apecos;

8. Ecau Tbl cBUAETENb KMGEPOBYIIMHIA. TBOM AEUCTBUS: BLICTYNUTb NPOTHB
npecneaoBaTtens, NoKasaTb €My, YTO €ro AeMCTBUS OLEHMBAOTCS
HeraTMBHO, NMOAAEPKATb KEPTBY, KOTOPOM HYXKHA MCMXOI0rMYecKasn
MOMOLLb, COOBLMTL B3POC/IbIM O haKTe arpecCMBHOIO NOBeAEeHUA B CETH.

MoO6unbHbIN TenedoH

CoBpeMeHHble cMapTdhOoHbI M MIAHWETbl COAEPKAT B ce6e BMnoJIHE B3POC/IblM
(YHKLMOHA/, U Tenepb OHU MOTYT KOHKYPMPOBaTb CO CTaLMOHapPHbIMU
KomnbloTepaMu. OaHaKo, CpeACTB 3alMTbl A1 NOA0GHbIX YCTPOMCTB MOKa
o4YeHb Masno. TecTMpoBaHWE M MOMUCK YA3BUMOCTEN B HUX MPOUCXOAMT HE TaK
MHTEHCMBHO, Kak ans MK, To ke caMoe KacaeTcsi U1 MOBMJIbHbIX MPUIOKEHMM.

CoBpeMeHHble MOBOUJIbHbIE Bpay3epbl yKe NPaKTUYECKU JOrHaIM HACTOJIbHbIE
aHasIoru1, OJIHAKO pacluMpeHme hyHKLMOHANA BIeYET 3a CO60M 60/IbLLYI0
C/IO’KHOCTb M MEHbLUYH 3alMLLEHHOCTb.

,ﬂ,aneKo HE BCE MNMpom3BognTeE I BbllMyCKalOT OGHOB/IEHUS, 3aKpbiBarowme
KPpUTHU4HECKMNE YA3IBUMOCTU ON1A CBOMX yCTDOI‘aCTB.

OcHoBHble coBeTbl A1 6€30MacHOCTM MOOUNbHOro TenedoHa:

1. Hu1uero He aBnseTCa no-HacToAwemy 6ecnnaTtHbiM. byb OCTOpPOXKEH,
Beb Koraa tebe npeanaraiot 6ecnnatHbiM KOHTEHT, B HEM MOTYT 6biTb
CKPbITbl KaKMe-TO NAaTHbIE YCYru;

2. Alymaun, npexae 4em otnpaBuTb SMS, doTo Man Buaeo. Tbl TOYHO 3HAELLb,

rae OHW 6yAyT B KOHEYHOM uTore?

. Heo6xoaumMo 06HOBNATL ONEpaLMOHHY0 CUCTEMY TBOErO CMapT(OHa;

. Micnonb3ym aHTMBUPYCHbIE NMPOrpammbl A1 MOBMJIbHBIX TeNedOHOB;

. He 3arpyxal npnaoxeH1s oT HEM3BECTHOIO MCTOYHUKA, BEAb OHU MOTYT

coAeprkaTb BpeJOHOCHOE NporpamMMHOE obecneyeHue;

6. Mocne Toro Kak Tbl BblM€llb C CaMTa, e BBOAUA JIMYHYIO MHDOpMaLMIO,
3aMJM B HACTPOMKM Bpay3epa U yaanu cookies;

7. MNepuoamyecKkm NpoBepsm Kakme naaTHble YCAyrM akTUBMPOBAHbI Ha TBOEM
HOMepe;

8. /[laBan cBOM HOMEP MO6M/IbHOIO TenedoHa TONbKO /IASM, KOTOPbIX Tbl
3HaelWb M KOMY JoBepseLlb;

9. Bluetooth goneH 6biTb BbIK/ILOYEH, KOr4a Tbl MM He Nob3yellbcsa. He
3a6blBal MHOra NpoOBEPATb 3TO.
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Online urpobl



CoBpeMEHHbIE OHJIAMH-UIPbl - 3TO KpAacOYHbIe, 3aXBaTbiBalLIME pa3B/ieYeHMs,
06BbEeMHSAIOLLME COTHM ThICAY YEJIOBEK MO BCEMY MUPY. MrpoKkM nccneayot
JA@HHbIM UM MUP, 06BLLAIOTCA APYr C APYrOM, BbIMOJIHAIOT 3aZjaHUs, CpaxKalTca C
MOHCTPaMM M MOJIyHaloT OMbIT. 3a YJ0BOJIbCTBUE OHM MIATAT: MOKYMNAT AMCK,
on/JlaYMBalOT abOHEMEHT M/IM NPUOBPETAIOT KaKMe-TO OMUUM.

Bce 3T cpeacTtBa MAYT Ha NogAeprKaHUe U pa3BUTUE UMPbl, @ TaKXe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYTCA CUCTEMbI aBTOPU3aLMM, BbIMYCKAKOTCA HOBbIE
natum (umdpoBble 3an1aTKM ANA NPorpamM), 3aKpbIBalOTCA YA3BUMOCTH
cepBepoB.

B I'IO,EI,O6HbIX Urpax CctomT ornacatbCA He CTOJIbKO CBOMX CONEPHUKOB, CKOJIbKO
KpaXun TBOEro naposzid, Ha KOTOpomM oCHoBaHa CUCTEMa aBTOpHU3aUMH
60/IbLUMHCTBA nrp.

OcHoBHble coBeTbl N0 6e30MacHOCTHU TBOEro UrpoBOro akkayHTta.

1. Ec/v apyroM urpok Beget ce6s naoxo Mau co3faeT Tebe HENPUATHOCTY,
3a6/I0KMPYM €ro B CNMCKe UrpoKOB;

Mokanymca aJMMHUCTPATOPaM Urpbl Ha NI0X0e NoBeAEHME 3TOro UIrpoKa,
YKenaTesIbHO NPUJIOKMTb KaKMe-TO JJoKa3aTe/IbCTBa B BU/I€ CKPMHOB;

He ykasbiBaM IMYHYIO MHOPMaLMO B Npodaiie Urpbl;

YBarKal Apyrux y4aCTHMKOB MO Urpe;

He ycTaHaBnMBaM HeodUUMabHbIE MATYM M MOJbI;

Mcnosib3yM CN0XKHbIE M pa3Hble Naposu;

[larke BO BpEMS MUIpbl HE CTOMT OTKJIOYATb aHTMBMPYC. MoKa Tbl Urpaellb,
TBOM KOMMbIOTEP MOTYT 3apasmThb.

N
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PULWNHr Unu KpaXxa JINYHbIX AaHHbIX

O6bIYHOM KparKeM AeHEr U JOKYMEHTOB CEro/lHA YK€ HUKOro He Y/MBMLLb, HO C
Pa3BUTUEM UHTEPHET-TEXHOJIOTMIA 3/IOYMbILLIEHHUKM NEPEMECTU/IUCH B
MHTEPHET, M NMPO/O0JIXKAT 3aHUMATbCA «JIIOOUMbIM> JIE/TIOM.

Tak nosiBMNaCb HOBas Yrpo3a: MHTEPHET-MOLWEHHMYECTBA MM (DULLMHT, F1aBHas
Li€/Ib KOTOPOro COCTOMT B MOJyYEHUMU KOH(PUAEHUMANbHBIX AaHHbIX
nosib3oBaTenen — IOrMHOB M Naposier. Ha aHraMMckom asbike phishing unMtaetca
KaK puwmnHr (ot fishing — poibHaa nosnsa, password — naponb).

OcHoOBHble coBeTbl M0 60pbbe C PULMHIOM:

1. Cnhegm 3a CBOMM akKayHTOM. Ecav Tbl nogo3peBaellb, YTO TBOA aHKeTa
Obl1a B3/loMaHa, TO HE06X0AMMO 3a6/1I0KMPOBaTb €€ U COOOLWMTb
agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Ucnonb3yin 6e3onacHble Be6-CanTbl, B TOM YMC/IE, UHTEPHET-MarasmHoOB M
NMOUCKOBBIX CUCTEM;

3. Mcnonb3yM CNoXKHble 1 pa3Hble Naponun. TakMm obpa3om, ecam Tebs
B3/IOMAIOT, TO 3/IOYMbILLJIEHHUKM NMOJIlydaT AOCTYN TOJIbKO K O4HOMY
TBOEMy NMpodumio B CETU, a HE KO BCEM;



4. Ecnv Te6a B3NOMaM, TO HEO6X0AUMMO NpeaynpeanTb BCeX CBOMX
3HaKOMbIX, KOTOpble A06aB/ieHbl y Te6A B 4pYy3bAX, O TOM, YTO Tebs
B3/1OMa/I1 U, BO3MOXHO, OT TBOEro UMeHMU ByeT paccbiaiaTbCA CNam U
CCbIJIKM Ha DULLIMHIOBbIE CaMTbI;

. YcTaHoBM HagexHbIM naposib (PIN) Ha MOGUbHBIM TenedoH;

OTKAN0YM COXpaHeHWe Napons B bpaysepe;

He oTKpbiBaK aiibl U Apyrue BAOKEHUS B MMCbMAX Jlarke €C/IM OHU

MPULLAM OT TBOMX ApPYy3€eM. Jlyylle YTOUYHM Y HWUX, OTNPABAAIN JIN OHU Tebe

31 dannbl.

No

LUudgpoBasa penyrauus

LudpoBas penytaumsa - 310 HeratMBHasA UM NO3UTMBHASA MHOpPMaLmA B CETH O
Te6e. KomnpomeTupytowaa MHbopmaumsa pasmelleHHas B MHTEPHETE MOXeT
cepbe3HbiM 06pa3oM OTPa3MTbCA Ha TBOEM peasibHOM XU3HU. «Lnudposas
penyTauus» - 3T0 TBOM UMUK, KOTOpbIM hopMMpyeTcsa U3 MHdopMaLmm o Tebe
B MHTEPHETE.

TBOE MeCTO XMTENbCTBA, y4ebbl, TBOE (PMHAHCOBOE MOI0XKEHME, OCOOEHHOCTH
XapaKTepa M paccKasbl 0 6/IM3KMX - BCE 3TO HaKamn/IMBaeTCA B CETM.

MHorme nopoCcTKM NErkoMbICZIEHHO OTHOCATCA K NMyGMKaLMM IMHHOM
MHdopmaumm B UHTEpPHETE, HE NMOHUMAsA BO3MOXKHbIX MNOCNeACTBMMI. Thbl AaXKe He
CMOXelllb 10ra/laTbCs 0 TOM, 4YTO boTorpadus, pasmeLleHHasa 5 et Hasag,
cTana NpUYMHOM OTKasa NpMHATb Te6S Ha paboTy.

KoMmeHTapuu, pasmelleHne TBoux doTorpacmi M apyrue AeMCcTBUS MOTYT He
MCYE3HYTb Jarke MocJ/ie Toro, Kak Tbl UX YAa/MLlb. Tbl HE 3Ha€ELlb, KTO COXPaHW/
3Ty MHdOPMaLMIO, NOMasa M OHa B MOMCKOBbLIE CUCTEMbI M COXpaHUIACh JIU
OHa, a r/laBHOE: YTO NMOAYMAIOT O TeGE OKpYy)KalLlee NoAu, KOTopble HaMayT U
YBUAAT 3T0. HalT MHGpOPMaLMIO MHOTO JIET CMYCTA CMOXKET JI060M - KaK M3
A06PbIX NOBYKAEHUM, TaK U C HAMEPEHUEM MNMPUYMHUTDL Bpea. ITO MOXKET 6biTb
KTO YrogHo.

OCHOBHble COoBeTbl Mo 3almTe LMMOPOBOM penyTaumu:

1. MoaymMaM, npexae YeM 4YTo-To Nyb6/IMKoBaTb M NepeaaBaTtb y cebs B 61ore
WU B COLMAJIbHOM CETH;

2. B HacTpormKax npoduasa ycTaHOBM OrpaHMYEHUS HA MPOCMOTP TBOEro
npodmaA U ero COAEPKMMOro, CAeNlan ero ToJIbKO «A/s Apy3en»;

3. He pasmeLlyan 1 He yKasbiBan MHGOPMaLMIO, KOTOPas MOXKET KOro-1m6o
OCKOpP6IATb MM 0OMKaTb.

ABTOpCKOe npaBo

CoBpeMEHHbIE LWKOJIbHUKKU- aKTUBHbIE M0JIb30BaTeIM LMEMOPOBOro NpoCTpaHCTBa.
OAHaKo Aaneko He BCe 3HAKT, YTO M0JIb30BaHWME MHOMMMU BO3MOXKHOCTAMM
undposoro mMmupa TpebyeT cobnoaeHMA NPaB HA UHTENIEKTYa/IbHYIO
COBCTBEHHOCTb.



TepMHH «MHTeNNeKTyalbHasi CO6CTBEHHOCTb>» OTHOCUTCA K Pas/IMYHbIM
TBOPEHUSM YE/I0BEYECKOro YMa, HaUYMHAs C HOBbIX M306pETEHMIM U 3HAKOB,
0603HaYvaloLMX COBCTBEHHOCTb Ha NPOAYKTbI M YCYTM , M 3aKaHYMBAS KHUIaMM,
cdoTorpacdmamm, KMHOGUIbBMAMU M My3biKa/IbHbIMU NMPOM3BEAEHUSMM.

ABTOpCKMe npaBa - 3TO NpaBa Ha MHTEJINIEKTYasIbHY0 COGCTBEHHOCTb Ha
Npom3BeeHMA HayKM, IMTepaTypbl U UCKYCCTBa. ABTOPCKME NMpaBa BbICTYNaloT B
KayecTBe rapaHTMM TOro, YTO MHTEIIEKTYa IbHbIM/ TBOPYECKUM TPy aBTopa He
6yAeT HanpacHbIM, AAacT eMy CNpaBeA/IMBblE BO3MOXKHOCTHM 3apaboTaTtb Ha
pe3y/ibTaTax CBOEro TpyAa, Nojy4ynTb M3BECTHOCTb U Npu3HaHMe. HUKTO 6e3
paspeLleHus aBTopa He MOXKET BOCNPOM3BOAMNTL €ro NpomsBeaeHue,
PacnpoCTpaHATb, MY6/IMYHO AEMOHCTPUPOBAThb, NPoaBaTh, MMNOPTUPOBATD,
nyckaTb B MpoKaT, Ny6/IMYHO MUCMOHATb, NMOKa3biBaTb/MCMNOJIHATL B 3pupe 1am
pasmellatb B MHTepHeTe.

Mcnonb3oBaHME «MUPATCKOro» NMpPorpammMHOro o6ecnedyeHms MoXKeT NpMBECTH K
MHOTMM PUCKaM: OT MOTEPU AAHHbIX K TBOMM aKKayHTaM 10 6/I0KMPOBKM TBOEr0O
YCTPOMCTBA, IAle YCTAaHOB/IEHHbIM He NIerasibHas nporpamma. He cTouTt Takke
3a6blBaTb, YTO CYLLECTBYET /ierajibHble M 6€eCniaTHble MPOrpaMMbl, KOTOpbIE
MOXHO HalTH B CETH.

O nopTane

CeTeBUYOK.pd - TBOM r/1aBHbIM COBETYMK B CETU. 34ECh Thl MOXKELIb Y3HaTb O
6€30MacHOCTM B CETU MOHATHbIM M AOCTYMHbIM A3bIKOM, a MPU BO3HUKHOBEHMM
KPUTUYECKOM CMTyaLmM 06paTUTLCA 32 COBETOM. A TaKKe MPUHATb yYyacTUe B
KOHKYpCax M CTaTb CaMbiM LIMPOBbIM FpaxkJAaHMHOM
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